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Motivation

Custom fork of BMv2 to provide checksums of its state

Provenance recorded in SPADE, annotated flows crossing the switch

For tracking changes in switch state over time

dst:10.0.12.11
id: 700000010
prog_MD5:0x3ADCS5AAAIFFI59F26AF3186C632CBF

time: 1723182093957

id: 70000 .
num:0 type:WasGeneratedBy rproglo:ﬂoé;_
subtype:swport_in < time: 1723182093957 srf'%ﬂ_[l 1511
switch:7 b o
time: 1723182069964 Sugﬂfﬁﬂ?“’w
type:Process '

tbls MD5:0x9CC2A9692534811BCC38DE3110F9
time: 1723182093957
type:Artifact

id: 70008
num:3
subtype:swport_out
switch: 7
time: 1723182069964
type:Process




Motivatior

Very useful for de

ougging network issues such as misconfigurations

Query-able, visua

id: 70000
num:0 type:WasGeneratedBy
subtype:swport_in time: 1723182093957
switch:7 <
time: 1723182069964
type:Process

ly makes sense, one place instead of many

id- 20008
num:511
subtype:drop
switch:2
time: 1723168013969
type:Process
dst:10.0.12.11
id: 700000010
prog_MD5:0x3ADCSAAAIFF959F 26 AF3186C632CBF 70008
rproglo:ﬂoé;_ type:Used num:3
= 5‘%0—0 1511 time: 1723162093957 subtype swport_out
I e eae switch: 7
Sugﬂfﬁﬂ?“’w time: 1723182069964
' type:Process

tbls MD5:0x9CC2A9692534811BCC38DE3110F9
time: 1723182093957
type:Artifact




Designing the Debugger

Generalize the BMv2 fork to function independently
FABRIC is a testbed — freely insert VMs

Use these VMs to monitor and manipulate traffic, but abstract them
from the experimental topology
o To the user, topology appears to function largely as if the debugger isn’t there

These monitors insert a trailer that identifies the packet, enabling
tracing the history of a packet across the network



Designing the Debugger

Inserted Traffic Monitors/Emitters and Analyzer FO rk Fa b I | b tO kee p d fa m | I ia Fan d
- h11_stt_montor . P ]
/ ® easy-to-use design

Abstract adding and interacting
with the monitors — user just
interacts with their normal slice,
= and a simple front-end API to the
debugger

slice = fablib.new_crinkle_slice(name=slice_name)
analyzer » slice.add_sralyzer(sites"INDI")
lice,add_monitored_linetwork(name="h11_s11", interfaces=hll_iface®, s11_p8))

12 511", interfaces=h12 ifsced, s11 p1])

lice.add monitored linstwark(name="h12 =

" nradyser INDI




Designing the Debugger

Collected packet histories stored in SPADE

Query-able, and produces graph visualizations

type:WasControlledBy

idr3-r3p1-p1
type:Process

id:r3 type:WasControlledBy

type:Agent

pkt_id:41278760104580042161081783412627086649
time:1783383113

idr3-r3p0-p1
type:Process

pkt_id:41278763986760005360034325496280664351
time: 1783384351
size 114
type:WasGeneratedBy

size 114
type:Used

eth type:0x800
id:9
ipdst13.0.1.11
ip.prot:1
ipsrc11.01.11

pkt_id:41278760104580042161081783412627096649
time:1783383113
size 114
type-WasGeneratedBy

eth type:0x800
id:10
ip.dst11.0.1.11
ip.prot:1
ipsrc13.01.11
prot.dport:None
prot sport:None
type:Artifact

pkt_id::

prot. dport:None
prot.sport:None
type:Artifact

pkt_id:41278763986760005360034325496280664351
time: 1783384351
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esigning the Debugger

pkt_id:41278761372230642389311184907552913340
time:5994428
size:114
type:WasGeneratedBy

pkt_id:41278761372230642389311184907551444051

time:4525139
eth.type:0x800 size:114
id:1 type:WasGeneratedBy
ip.dst:10.0.1.2
P pprotd pkiid:41278761372230642369311184907551444051 ,
oy time:4525139 pkt_id:41278760104580042161081783410850029283
ip.src:10.0.2.2 €49 time-6315747
prot.dport:None size:114 ) Sizer114 ) )
t.sport:None type:Used pkt_id:41278760104580042161081783410848563076 ’ 12€: id:attestable_switch_b2 s11-p0-p1
prot.sp ey eth.type:0x800 type:Used
type:Artifact t|m;;t§¢11$240 id2 - type:Process
i ip.dst:10.0.2.2
type:WasGeneratedBy . _
pkt_id:41278761372230642389311184907552913340 I ;?cp; gtg 12 pkt_id:41278760104580042161081783410848563076
time:5994428 pf ot dportN i time:4849540
size:114 A pkt_id:41278760104580042161081783410850029283 ) . size:114
) id:h11-h11p0-p1 - iy prot.sport:None .
ppesed yporrocess ime3rera7 oottt bpesed
type:WasGeneratedBy

type:WasControlledBy type:WasControlledBy

id:h11
type:Agent

id:attestable_switch_b2_s11
type:Agent

pkt_id:41278761372230642389311184907552913340
time:5994428
size114
type:WasGeneratedBy

type:WasControlledBy

type:WasControlledBy

id:h12
type:Agent

pkt_id:41278761372230642389311184907551444051

pk‘—'d:“27876010‘1?n§29g32115671g31783410850029283 pkt_id:41278761372230642389311184907551444051 e‘h-tyP;g"SOO time:4525139
size114 time:4525139 i dst',1-0 Q5% size: 114
type:Used ickh12-h12p0-p1 size: 114 R ypeUsed
type:Process type:WasGeneratedBy ip.src:10.0.2.2
prot.dport:None
pkt_id:41278760104580042161081783410848563076 prot sportNone pkt_id:41278761372230642389311184907552913340
time:4849540 type:Artifact time:5994428
eth.type:OxBOO size:114 size:114
_ id:3 type:Used type:Used id:attestable_switch_b2 s11-p1-p1
'P-‘i’;‘;gﬁz-z pkt_ic:41278760104580042161081783410848563076 type:Process
prot time:4849540
ip.src:10.0.1.2 Imsf_:i‘ze:‘l14 /
E[g}ggggf:gz: type:WasGeneratedBy
type:Artifact pkt_id:41278760104580042161081783410850029283
time:6315747
size:114

type:WasGeneratedBy




Using the Debugger

Previous images — get_graph()
o Automatically builds and downloads the graph
o Can be filtered by time, tcpdump filters, pkt_id




Using the Debugger

Previous images — get_graph()
o Automatically builds and downloads the graph
o Can be filtered by time, tcpdump filters, pkt_id

Probe()
o Build a custom packet, send it at a target interface

o Gives the graph for that one packet traversing the network




Using the Debugger

pkt _id:41278760104580042161081783410843713537
time:1
size:62
type:WasGeneratedBy

id:attestable_switch_b2_s11-p0-p1

type:WasControlledBy type:Process

id:attestable_switch_b2_s11

type:Agent type:WasControlledBy pkt_id:41278760104580042161081783410843713537

time:1
id:attestable_switch_b2_s11-p1-p1 size:62
type:Process type:WasGeneratedBy

type:WasControlledBy

id:h11-h11p0-p1

pkt_id:41278760104580042161081783410843713537 type:Process
time:1

eth.ty%eg)x800 size:62

1a: type:Used
ip.dst:10.0.2.2 ype

ip.prot:0

ip.src:10.0.1.2
prot.dport:None
prot.sport:None
type:Artifact

eth.type:0x800

id:10 pkt_id:41278760104580042161081783410843713537
ip.dst:10.0.2.2 time:1
ip.prot:0 size:62
ip.src:10.0.1.2 type:Used
prot.dport:None
prot.sport:None
type:Artifact

id:h12-h12p0-p1
type:Process

type:WasControlledBy




Future Work

DPDK instead of P4-BMv2 driven

More general (user-specified) field support instead of IP

Long-term: automated fault localization




Want to help?

Looking for specific example problems to use for designing and
evaluating the debugger

Feedback on the tool itself
Interest in using early versions of the tool
Connect with Nik afterwards

Email me: awolosewicz@hawk.iit.edu
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