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Designing the Debugger

FABRIC is a testbed — freely insert VMs

Use these VMs to monitor and manipulate traffic, but abstract them

from the experimental topology
o To the user, topology appears to function largely as if the debugger isn’t there

These monitors insert a trailer that identifies the packet, enabling
tracing the history of a packet across the network



Designing the Debugger
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Designing the Debugger

Collected packet histories stored in SPADE

Query-able, and produces graph visualizations




esigning the Debugger

eth.type:0x800
id:1
ip.dst:10.0.1.2
ip.prot:1
ip.src:10.0.2.2
prot.dport:None
prot.sport:None
type:Artifact

id:h11
type:Agent

eth.type:0x800
id:3
ip.dst:10.0.2.2
ip.prot:1
ip.src:10.0.1.2
prot.dport:None
prot.sport:None
type:Artifact

pkt_id:41278761372230642389311184907552913340
time:5994428
size:114
type:WasGeneratedBy

pkt_id:41278761372230642389311184907551444051
time:4525139
size1114
type:WasGeneratedBy

One Packet

pkt_id:41278761372230642389311184907551444051
time:4525139
size:114
type:Used

pkt_id:41278761372230642389311184907552913340
time:5994428
size:114
type:Used

type:WasControlledBy

type:WasControlledBy

pkt_id:41278760104580042161081783410850029283
time:6315747
size:114
type:Used

pkt_id:41278760104580042161081783410848563076
time:4849540
size:114
type:Used

id:h11-h11p0-p1
type:Process

Interface

id:h12-h12p0-p1
type:Process

Packets

pkt_id:41278760104580042161081783410848563076
time:4849540
size:114
type:WasGeneratedBy

pkt_id:41278760104580042161081783410850029283
time:6315747
size:114
type:WasGeneratedBy

pkt_id:41278761372230642389311184907552913340
time:5994428
size114
type:WasGeneratedBy

pkt_id:41278761372230642389311184907551444051
time:4525139
size:114
type:WasGeneratedBy

pkt_id:41278760104580042161081783410848563076
time:4849540
size1114
type:WasGeneratedBy

eth.type:0x800
id:2
ip.dst:10.0.2.2
ip.prot:1
ip.src:10.0.1.2
prot.dport:None
prot.sport:None
type:Artifact

id:attestable_switch_b2_s11
type:Agent

eth.type:0x800
id:0
ip.dst:10.0.1.2
ip.prot:1
ip.src:10.0.2.2
prot.dport:None
prot.sport:None
type:Artifact

pkt_id:41278760104580042161081783410850029283

time:6315747
size:114 id:attestable_switch_b2_s11-p0-p1
type:Used type:Process

pkt_id:41278760104580042161081783410848563076
time:4849540
size:114
type:Used

type:WasControlledBy

type:WasControlledBy

pkt_id:41278761372230642389311184907551444051
time:4525139
size:114
type:Used

pkt_id:41278760104580042161081783410850029283
time:6315747
size:114
type:WasGeneratedBy

pkt_id:41278761372230642389311184907552913340
time:5994428

size:114
type:Used

type:Process

id:attestable_switch_b2 s11-p1-p1




Using the Debugger

Monitors inserted into the experimental topology

Can query the history database by time, packet id, flow attributes,
location

Can craft probe packets and retrieve their specific history

Foundation for future features that approach what is capable in
software debuggers



(Preliminary) Statistics
Carried out on the FABRIC STAR site

Manually allocated onto less-utilized workers

Two flows of 200 packets, 100 each direction per flow

DPDK 24.11 running in Ubuntu 22.04




Statistics

Delta Min/Avg/Max: +20/30/82 us
Avg processing overhead: 2.75 us




Statistics

Delta Min/Avg/Max: +20/30/82 us
Avg processing overhead: 2.75 us

Microseconds of Latency for Direct Host-Host
vs Host-Monitor-Host Transit, Across Workers
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Statistics

Latency increase on adding monitor, Min/Avg/Max: +20/30/82 us

Average processing overhead: 2.75 us
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Future Work

Trigger based off packet contents

With packet IDs and timestamping, allow for breakpoints
and replay

Automation of finding point of failure from packet histories
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